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1.1 Windsor Academy Trust (WAT) has outlined its commitment to safeguarding and promoting the
welfare of all pupils/students in its Childs Protection and Safeguarding and Health and Safety
Policies. Safeguarding determines the actions taken to keep children safe and protect them from
harm in all aspects of their school life to ensure that they have the best outcomes. This is
underpinned by a culture of openness where both children and adults feel secure, able to talk,
and believe that they are being listened to.

1.2 Windsor Academy Trust is committed to: fulfilling its moral and statutory responsibility, ensuring
that robust procedures are in place, outlining the actions that it will take to prevent harm, to
promote well-being, to create safe environments and to respond to specific issues and
vulnerabilities.

1.3 WAT will meet its commitment by:
● Having robust processes and a clear overview of roles and responsibilities in place to

ensure the online safety of pupils/students, staff, volunteers, trustees and governors.
● Delivering an effective approach to online safety, which empowers WAT to protect and

educate the whole WAT community in its use of technology
● Establishing clear mechanisms to identify, intervene and escalate an incident, where

appropriate.

�� 3XUSRVH

2.1 The purpose of this policy is to safeguard pupils/students, staff, volunteers, governors and
trustees from the many issues that can arise as a result of using electronic media.

�� &RPSOLDQFH ZLWK /HJLVODWLRQ DQG *XLGDQFH

3.1 This policy is based on the Department for Education’s statutory safeguarding guidance, Keeping
Children Safe in Education, and its advice for schools on preventing and tackling bullying and
searching, screening and confiscation. It also refers to the Department’s guidance on protecting
children from radicalisation. The Windsor Academy Trust’s Filtering and Monitoring Roles and
Responsibilities document is in line with the DfE standards.

3.2 It reflects existing legislation, including but not limited to the Education Act 1996 (as amended),
the Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the
Education Act 2011, which has given teachers stronger powers to tackle cyber-bullying by, if
necessary, searching for and deleting inappropriate images or files on pupils’/students’ electronic
devices where they believe there is a ‘good reason’ to do so.

3.3 The policy also takes into account the National Curriculum computing programmes of study.

�� &RPSOLDQFH ZLWK UHODWHG SROLFLHV DQG DJUHHPHQWV

4.1 This policy complies with WAT’s funding agreement and Articles of Association.

4.2 This online safety policy is also linked to the following WAT policies:
● Child Protection and Safeguarding
● Health and Safety
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● Information Security and Acceptable Use
● Behaviour (Code of Conduct)
● Social Media
● Disciplinary
● Data Protection and privacy notices
● Complaints Policy

4.3 It should also be read in conjunction with academy pupil/student behaviour policies and
procedures.

�� *RYHUQDQFH %RDUG RI 'LUHFWRUV

5.1 The Board of Directors (BoD) has overall responsibility for monitoring this policy and for holding
the WAT Executive Team and Headteachers to account for its implementation. WAT has a
designated Director who oversees the governance arrangements for safeguarding and liaises
with the Local Advisory Bodies (LABs) Designated Safeguarding Governors (DSG). The
governance arrangements are outlined further in WAT’s Child Protection and Safeguarding and
also reference to the WAT Health and Safety Policies which should also be referred to in
conjunction with this policy.

/RFDO $GYLVRU\ %RGLHV

5.2 The Local Advisory Bodies (LABs) will co-ordinate regular meetings with appropriate staff to
discuss online safety and monitor online safety logs as provided by the Designated Safeguarding
Leads (DSLs) as part of their responsibilities for Child Protection and Safeguarding.

5.3 All LAB members will:
● Ensure that they have read and understand this policy.
● Agree and adhere to the terms on acceptable use of WAT’s ICT systems and the internet

(appendix 2).
● Discharge their responsibilities outlined in the Scheme of Delegation and LAB Terms of

Reference.

7KH +HDGWHDFKHU

5.4 The headteacher is accountable to the Chief Executive and the BoD and is responsible for
ensuring that staff understand this policy, and for its consistent and effective implementation in
their academy.

7KH 'HVLJQDWHG 6DIHJXDUGLQJ /HDG �'6/�

5.5 The details and roles of each academy’s DSL are set out in WAT’s Child Protection and
Safeguarding Policy.

5.6 The DSLs have lead responsibility for online safety, in particular:

● Supporting the headteacher in ensuring that staff and volunteers understand this policy and
that it is being implemented consistently throughout the academy and across WAT.

● Working with the headteacher, ICT � s
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● Ensuring that any online safety incidents are logged (see appendix 4) and dealt with
appropriately in line with this policy.

● Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line
with the academy’s behaviour policy.

● Updating and delivering staff training on online safety (Appendix 3 contains a self-audit for
staff on online safety training needs.)

● Liaising with other agencies and/or external services if necessary.
● Providing regular reports on online safety in academies to the headteacher and/or Local

Advisory Bodies.
● Reviewing and actively responding to filtering and monitoring reports.

5.7 This list is not intended to be exhaustive.

7KH ,&7 0DQDJHU

5.8 The ICT manager is responsible for:
● Putting in place appropriate filtering and monitoring systems, which are updated on a

regular basis and keep students/pupils and staff safe from potentially harmful and
inappropriate content and contact online while at school, including terrorist and extremist
material.

● Ensuring that ICT systems are secure and protected against viruses and malware, and that
such safety mechanisms are updated regularly.

● WAT IT Team to conduct a monthly health check on the filtering and monitoring software to
ensure it is working correctly.

● Blocking access to potentially dangerous sites and, where possible, preventing the
downloading of potentially dangerous files.

● Undertake an annual review of the WAT systems, processes and procedures against the
DfE Filtering and Monitoring standards to offer assurance to Trustees.

● The four standards identified by the DfE are:
- You should identify and assign roles and responsibilities to manage your filtering and

monitoring systems.
- You should review your filtering and monitoring provision at least annually.
- Your filtering system should block harmful and inappropriate content, without

unreasonably impacting teaching and learning.
- You should have effective monitoring strategies that meet the safeguarding needs of your

school or college.

5.9 This list is not inistࠀ
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● Working with the DSLs to ensure that any online safety incidents are logged (see Appendix
4) and dealt with appropriately in line with this policy.

● Ensuring that any incidents

https://www.saferinternet.org.uk/advice-centre/parents-and-carers/what-are-issues
http://www.childnet.com/parents-and-carers/hot-topics
https://www.childnet.com/resources/parents-and-carers


6.5 Students in .H\ 6WDJH � will be taught how to:

● Live safely in an online and connected world protecting their privacy; protecting their
‘online presence’

● Appreciate how social media can expand, limit or distort their view of the world.
● Set and maintain clear boundaries around their personal privacy; protect their online

privacy and identity.

�� (GXFDWLQJ SDUHQWV�FDUHUV DERXW RQOLQH VDIHW\

7.1 WAT will raise parents’/carers’ awareness of internet safety in letters or other communications
home, and in information via WAT websites or any virtual learning environment (VLE) and this
policy will also be made available to parents/carers.

7.2 If parents/carers have any queries or concerns in relation to online safety, these should be
raised in the first instance with the headteacher and/or the DSL.

7.3 Concerns or queries about this policy can be raised with any member of staff or the
headteacher.

�� &\EHU�EXOO\LQJ

8.1 Cyber-bullying takes place online, such as through social networking sites, messaging apps or
gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of one person
or group by another person or group, where the relationship involves an imbalance of power.

3UHYHQWLQJ DQG DGGUHVVLQJ F\EHU�EXOO\LQJ

8.2 To help prevent cyber-bullying, WAT will ensure that pupils/students understand what it is and
what to do if they become aware of it happening to them or others. WAT will ensure that
pupils/students know how they can report any incidents and are encouraged to do so, including
where they are a witness rather than the victim.

8.3 The academy will actively discuss cyber-bullying with pupils/students, explaining the reasons
why it occurs, the forms it may take and what the consequences can be.

8.4 Tutor group/ class teachers will discuss cyber-bullying with their tutor groups, and the issue will
be addressed in assemblies.

8.5 Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to
cover cyber-bullying. This includes personal, social, health and economic (PSHE) education,
and other subjects where appropriate.

8.6 All staff, governors, trustees and volunteers (where appropriate) receive training on
cyber-bullying, its impact and ways to support pupils/students, as part of safeguarding
training.

8.7 The academy also provides information/leaflets on cyber-bullying to parents/carers so that
they are aware of the signs, how to report it and how they can support children who may be
affected.

8.8 In relation to a specific incident of cyber-bullying, the academy will follow the processes set out
in the academy’s behaviour policy. Where illegal, inappropriate or harmful material has been

WAT ESafety Policy 5
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14.4 Where a staff member misuses WAT’s ICT systems or the internet, or misuses a personal
device where the action constitutes misconduct, the matter will be dealt with in accordance
with WAT’s Disciplinary Policy. The action taken will depend on the individual circumstances,
nature and seriousness of the specific incident.

14.5 WAT will consider whether incidents which involve illegal activity or content, or otherwise
serious incidents, should be reported to the police.

���



17.2 To ensure colleagues have the level of understanding and the ability to effectively use the
filtering and monitoring systemsV



Appendix 1
$FFHSWDEOH 8VH $JUHHPHQW �SXSLOV�VWXGHQWV DQG SDUHQWV�FDUHUV�

$FFHSWDEOH XVH RI WKH ,&7 V\VWHPV DQG LQWHUQHW SURYLGHG E\ :LQGVRU $FDGHP\
7UXVW �:$7�

1DPH RI SXSLO�VWXGHQW�

:KHQ XVLQJ :$7 ,&7 V\VWHPV DQG DFFHVVLQJ WKH LQWHUQHW LQ WKH DFDGHP\ RU RQ DQ\
RWKHU :$7 SUHPLVHV , ZLOO QRW�

● Use them for a non-educational purpose
● Use them without a teacher being present, or without a teacher’s permission
● Access any inappropriate websites
● Access social networking sites (unless my teacher has expressly allowed this as part of

a learning activity)
● Use chat rooms
● Open any attachments in emails, or follow any links in emails, without first checking with

a teacher
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