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● The UK General Data Protection Regulation
● Computer Misuse Act 1990
● Human Rights Act 1998
● The Telecommunications (Lawful Business Practice) (Interception of Communications)

Regulations 2000
● Education Act 2011
● Freedom of Information Act 2000
● The Education and Inspections Act 2006
● Keeping Children Safe in Education
● Searchingc

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679
https://www.legislation.gov.uk/ukpga/1990/18/contents
https://www.legislation.gov.uk/ukpga/1998/42/contents
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
http://www.legislation.gov.uk/ukpga/2011/21/section/2/enacted
https://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.legislation.gov.uk/ukpga/2006/40/part/7/chapter/1
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/searching-screening-and-confiscation




10. Public Wi-Fi:

10.1 You must not use public Wi-Fi to connect to the internet on a WAT device. For example, if you are
working in a public space then you will either need to work offline or use 3G / 4G.

10.2 All use of the Internet is governed by a legal agreement with our Internet Service Provider (ISP) in
addition to the guidelines here. If you use a personal computer at home for work



● Allowing, encouraging, or enabling others to gain (or attempt to gain) unauthorised access
to the trust’s IT facilities.

● Causing intentional damage to IT facilities.
● Removing, deleting, or disposing of IT equipment, systems, programmes or information

without permission.
● Accessing, modifying, or sharing data (including Personal Data) to which a user is not

required to have access.
● Promoting a private business, unless that business is directly related to the trust.
● Using websites or mechanisms to bypass the trust's filtering mechanisms.
● Intentionally damage, disable, or otherwise harm the operation of systems.
● Excessive downloading of material from the Internet.

13.2 This is not an exhaustive list. and there may be other examples that may warrant further
investigation and consideration for disciplinary action if appropriate.

13.3 WAT’s Child Protection and Safeguarding and E-Safety policies contain additional information
relating to safeguarding and online safety with acceptable use agreements, that should also be read
in conjunction with this policy.

13.4 In exceptional circumstances only, where the use of Trust IT facilities is required for a purpose that
would otherwise be considered an unacceptable use, exemptions to the policy may be granted at
the executive/ headteacher’s discretion only.

14. Passwords

14.1 All users should set strong passwords for their accounts and keep these passwords secure. Users
are responsible for the security of their passwords and accounts, and for setting permissions for
accounts and files they control.

● Passwords must not be
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Appendix 1

Payment Card Industry Data Security Standard (PCI-DSS) Compliance Policy

1. Policy Statement

1.1 All card processing activities and related technologies must comply with the Payment
Card Industry Data Security Standard (PCI-DSS) in its entirety. Card processing
activities must be conducted as described herein and in accordance with the
standards and procedures set out in this policy. No activity may be conducted, nor
any technology employed that might obstruct compliance with any portion of the
PCI-DSS.

2. Specific Policy Requirements

Network Security

2.1 All card payment terminals are mobile and not connected to the network, card data
is also not stored electronically on the network.

● Firewalls are fully implemented to the network.

● Firewall and router configurations must restrict connections
between untrusted networks.

● Firewalls must also be implemented to protect local network segments and
the IT resources that attach to those segments such as the business
network, and open network.

● No direct connections from the Internet to the cardholder data
environment will be permitted. All traffic has to traverse through a firewall.

Cardholder Data

2.2 All sensitive cardholder data stored and handled by WAT and its employees must
be securely protected against unauthorised use at all times. Any sensitive card data
that is no longer required by the trust for business reasons must be discarded in a
secure and
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system as well as from the trash bin. No one should forward any email, which they
suspect may contain viruses.

Access Control Measures

● POS devices surfaces should be periodically inspected to detect tampering or
substitution.

● Personnel using the devices receive training and are restricted to only those
necessary for business purposes.

● Any 3rd party maintenance, updates or device replacement is arranged centrally by
the finance manager only and the validity of any work is verified prior to work being
carried out.

● Terminals are kept locked in either a secure room or safe outside of business hours,
during business hours all terminals are in the constant presence of an employee and
not left unattended.

● All receipts are kept securely during day-to day operations and then
transferred to the finance office for secure storage.

WAT_Information Security and Acceptable Use Policy _ Sept 2024 13


